PERMISSION ANALYZER

Quick Start

Protect your data and get in control!

Scan your network, filter NTFS permissions,
validate your access control design

and trace user or group access.
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SCANNING THE NETWORK

=.= Permission Analyzer has two key functionalities: network scanning and

= overview creation. During the scanning process, all necessary information

is stored in the corresponding local database.

Adding directories

@) Permission Analyzer - Consuitant edition s . Open Scan View via the menu and

IAppIication ] Report Help

fw Open Scan view F2
- Open Report view F3

determine which directories and LDAP

Organizational Units (OU) need to be

8| Open prereness " scanned by Permission Analyzer. LDAP
Quit Alt+Q

[] Saved member selections: OU’s are used to supplement user data

Custom ~/[8] «| | from the ACL with a username and

nested group information.

.

o A deestedy of thate | Dacever nebwerkshates MW Add servei | [E PowriShelloutput e | EMIC hilon culpat Tile

Dectony path Oegi s Include files Foliow gymb. links Szan locsl groups

E=] I dataservenll o Yfies Wes Vet

B m v dsteenveniEiProjects 0 s es Yex

EHE Vi dmararneelT benpheyeed o’ e Wed Wi

= B et mports plwershell- expost o 0 s ¥es Mo

=5 R e [ s ez Yer

(=R | Chear all duta from the database before scanning & Testnput sowrce j' Change | 3§ Deleie

& ' i i i

Add particular network shares or local
directories to scan. Or scan all network shares
by adding a server or let Power5hell do the
scanning and import the results from a txt file
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Scanning Active Directory OU’s

Permission Analyzer will automatically detect your domain and Active Directory
connection and will ask for a username and password to read information from the
AD. Open the application preferences to add more LDAP connections, such as
various domain controllers or a global catalog. The default connection will use a
bind user to read information from the Active Directory. The application asks for a
username and password during the scan, which can be saved encrypted in the

application preferences.

1 LDAP OUrs s s

LDAP Cennestice: Global Catalog w| |25

Léap cemtaines [hase OU): |

Coope Conkaireer and peb contsners -
Object types: Uiy aned groups
o A Lizdatr
LOAP connecticn LDAP Bt contiiner Semch iope Object ) pes
= Eo Global Catalog =Dy, Oll=Catrbution Groups, DC=gp DC=gl =, Contsiner snd sub conkainers Uy jined groups
= g:l?rrn.lr!r daman ¢ antnelbe ‘Dl=Banage senl DC = mypdomnain, DC = com Comainer ind sub contamen Ut et greups

Fest LDWP config Clelete

F

Add LDAP connections
Add specific LDAP containers to

scan. Determine the depth and the
objects to scan.

Starting scan

Permission Analyzer will refresh the database with the current network statistics
when a scan is initiated. Only items that are checked will be scanned by
Permission Analyzer. A scan may be initiated automatically by the application using
the -scan startup parameter. The application will then commence a scan with the
current configurations and subsequently close. An LDAP or directory scan may be

initiated using the -scanLDAP or -scanDirectories parameters.
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FILTERS AND OVERVIEWS

re-use them as report.

" *Members £ 2

‘G Filter on members

['1 Saved member selections:

Custom /|8

~ Member filter options
Include users/groups: v V] 5
Include group membership: V! :9

Include or exclude members: K }_A % |

J

+MYDOMAIN\jdoe [John Doe}

-

Select one or more users or groups or

3| (#3] (A [

All members from group or OU:

v

Include or exclude all members of
a particular group or LDAP OU.

Create filters and include or exclude particular members, simple or special

permissions and folders or files. Save your filters as Selection or save and

The simplest filter displays the permission
privileges for a specific group or user
(hereafter to be referred to as member).
The filter takes into account the nested

group membership of the selected member.

It is possible to select a group from which
all members are included or excluded in the
overview. Simply add a specific group or
LDAP OU in the All members from group
or OU section. This will not filter for the
group itself but for all the members of that
group. Nested group membership will
automatically be taken into account for each
group member when determining
permissions. This will allow you to monitor
whether someone from a specific group has
too many permission privileges in certain

folders.

In addition to including members in

searches, you are also able to exclude one

or more members from searches, e.g. by excluding everyone from the Domain

Admins group.
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Filtering for permission privileges

All permission privileges are
automatically shown for each search.
However, a filter can be created to
include or exclude certain privileges
from a search. The filter overview
distinguishes between Windows simple
permissions, special permissions or
permissions that allow or deny

something.

When filtering permission privileges you
can indicate whether a member should
have all privileges or at least one of
those you have selected. The former
can be used to filter for members with
specific permissions (such as FULL),
while the latter can be used to display

a series of permissions.

If necessary, configure the filter to only

display explicit permissions.

> ¥ ¢ AE o= @ B
MLl 2 Permissions IR

;;9 Filter on permissions

[11 Saved permission selections:

:Custom

e

~ Permission filter options
. © B Inciude selected permissions
Jd Exclude selected permissions

9 T Select ACE's having ANY of the selected permissions
" Select ACE’s having ALL of the selected permissions

| %= Hide permissions that are inherited

Select simple permissions: — )
o Full 2 ¥
7o Magdify v W
" Wrile v V)
% Reao and execute v v
%0 List foider content v !
" Read v 2
Select spechl permissions: - )
Read data v v
* Wnite data v 4
«+ Append data v A
T Read extended attributes v v
77 Write extended attributes v v
17 Execute v 4
o Delete subfolders.and files v v 2
- : \ | -

Select the ‘allow’ and/or
‘deny’ permissions that you want
to include or exclude.
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Filtering for directories and files

Tip: save your filters as
a selection

Filter on folders

| 71 Saved folder selections:

:Proj 2ct folders

~ Folder filter options
Incliide folders/files: il
Include or exclude folders:

[
i \\dataserverOl\projects

Select specific folders oruse a
wild card filter on the folder name

l Apply your filters and build the overview!

Overview of permissions

(

Getincontrol

Search results can be scoped to exclude
certain directories or files. Adding a
directory will automatically include all
subdirectories and files. You will also be
able to search for the name of a file or

directory using a wildcard.

Tip: To retrieve a directory or file in the
main window, use the Quick File Search

box.

Quick file search:

A set of filters can be saved as a
Selection, making a large number of
frequently used filters easily retrievable and
usable. A selection will bundle filters of the
same type (members, permissions or
folders). The total number of filters for an

overview can be saved as a Report.

Apply your filters by pressing the Run

After applying the filters, all retrieved permissions will be shown in a tree structure,

grouped in directories and files. Each item will contain a label with the relevant

permission and a number of columns showing which special permissions apply e.g.

permissions of various members, as each row is a sum of all retrieved permissions.

The background color of the permissions indicates whether a permission was

granted directly or if it was inherited from a folder above: white for implicit ‘allow’

permissions, green for explicit ‘allow’ permissions, light red for implicit ‘deny’

permissions and dark red for explicit ‘deny’ permissions.
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(

0 Estimates
> “g Finance

Tip: Each directory within the search results can
be exported to an HTML report or CSV file by

~ Hour plan

4 TgHR . Openin Explorer Ctrl+O
. ) ) “o employ Export Ctrl+E
opening the context menu with the right mouse B8 Pro ct ot
© Project office
"o Proposals

button. Directories can also be opened directly

with Windows Explorer.

There are four tabs at the bottom of the search result screen: one which allows you
to zoom in on a directory to review which permissions and members have been

found including their effective and inherited permissions, one that provides details on
the Access Control List of the directory selected, one that shows the provenance of
permissions for a particular member and another tab which allows you to retrieve all

users and groups from the overview including all their explicit permissions.

The fi\etr_ee_displays an aggregated view of all the_permis;\ons that r_natch thef!lter. It shows a label with the relevant permission anfi a number of_co\umns showing vofhich special permissions apply o
* e.g. permissions of various members, as each row is a sum of all retrieved permissions. Use the tabs at the bottom of the screen to view more details on the selected directory or file.
Path - 33 items found Permission ] 2 + iﬁ? & af __ 7 0 0 ,,Q ﬁ | -~
v _ﬁ “\datazerverl1\data Read and execute ﬂ;‘ Tl ,,Q
Sy Archive Read and execute ﬂ? i p
O Clients Read and execute 'iﬁ? | p
05y Departments Read and execute *i':;—' ] p
_ﬁ Employees Read and execute 'if}' ] p
v [ Finance MNone
v [ 2013 Mone
v [ Projects MNone
v [l Results MNone
v [ Clients MNone
" MCE Hospital Modify =2 =2 W T TR [x ]
v [ Trade Bank LC Read and execute ] % ] 2
‘-E? E-mail proposal.bd Read and execute ] ‘i‘:}' 2 T p
@ Evaluation.docx Read and execute
@ Notes 20150608.docx Read and execute :mﬂ:mzmﬁm;ﬁ;;ﬂt?;?&
@ Motes docx Head and i have selected multiple members then this view shows
R, Notes 829.docx Zoom in on yow el T the sum of all permissions.
By Profitsadsy more detalls|oh e eeleep R A green background indicates explicit permissions, a
T, Proposal.pdf g':; T;“A?& m:ﬁff:g& penmissions dark red background means explicit deny, /g rec
I@? resultszip :r;":s inherited deny and means inherited
% Screenshot.png Read and execute
v [ 2018 Mone
v [ Offerings MNone
7 1T Solutions Modify i =2 =2 % G

‘-;E\ Effective permissions X n 4 ACL on the file system n ﬁ Trace the origin of permissions n ~*7 All matching users and groups

This tab displays all the members that are found on the selected file. For each member, the effective permissions are displayed and unfolding a member will display all the applicable explicit Access

“ Control Entries and (if applicable) members of a group. To view the inherited permissions fer a particular user or greup, you can put a member in the Trace tab using the context menu. o
search user or group ‘ %
Member Permission : * | = iﬁ? K v L F D O p o@ 7 Inheritance flags From felder
v TESTDOMAIN\PWaxman Madify LB B W GG <R
p TESTDOMAIN\Domain Users [global group] Read and execute (n... & ﬁ I p This folder, subfold... | \\dataserverD1\data
dg@ TESTDOMAIN\Consultants [global group] Modify p This folder, subfold... MCE Hospital
- - View all (nested) members found on the selected
> - TESTDOMAIM\RRounthwaite Maodify file inclucling all their inherited permissions. J pl
> TESTDOMAIN\SPurcell Maodify p<l
> 7 TESTDOMAIN\SShridhat Madify . = = W= o | 5] |57 0 2~
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The folder tree should make it clear at a glance where the unwanted rights are and
what rights are granted explicitly. The tree shows all rights per directory, initially this
will mainly be FULL rights of the Administrators, but as more filters are applied, the
tree will show the purposeful rights. The icon for the directory indicates which
access right it involves. Press the green info icon in the toolbar to quickly get an

overview of icons.

The icons to the right of the directories indicate which special rights apply to the
directory (a summation of all Access Control Entries on the directory that match the
filter criteria). The background color indicates whether these special rights are
inherited from a parent folder (white background), or directly assigned to the

directory (green background). A red background indicates a ‘Deny’ right.

Quick help
I
Permission indicators
Mo permissions "~ Read permission
~ List folder content permission ﬂﬁ- Read and Execute permission
., Write permission " Modify permission
d users © F ° fyp
¢ Delete permission ~ @ Full permission
Allix | % Special permissi
" Read data permission » Write data permission

-+ Append data permission ﬁﬁ- Execute permission

. Read attributes permission .+ Write attributes permission
77 Read extended attributes permission "7 Write extended attributes permission

i Delete subfolders and files €3 Delete permission
p Read security info permission ﬁ Change security info permission

5 Take ownership permission

Inherited Allow permission Explicit Allow permission
( Inherited Deny permission Explicit Deny permission
=] [A ® “E' Tip: use the tooltip text on the special permissions in the folder tree to see the name. E
seal|
> =r =
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REPORTS AND EXPORT

E Save your filters as report and export them to HTML or CSV and e-mail.

Use different report types, such as permissions tracing and group

memberships, effective permissions or plain Access Control List information

of your directories.

Current sets of filters can be saved as a new report using the menu [Report] >
[Create new report]. Reports can be exported to HTML or CSV files or can be

reloaded within the program to change the filters or review results.

fn Create a new report m} x

e

ﬁ Create a new report

If you have selected a filter selection as a filter, then that selection will show up as an option when creating the report. Using the selection will create a reference to the filter
. selection within the report and any modifications to the filter selection will result in all reperts automatically applying the modified selection. Unchecking the option in the (]
report will result in the report saving a copy of the filters and not change according to the filter selection,

Report name: Permissions in project and data folder
This report contains the permissions of Preduct Designers, Intranet devs and Admins, Sales and all the Freelancers in the folders
Report description: projects and data on dataserver01,
Report type: |p Folders/files and their Access Control List v |
Expand groups: (O Do not expand (®) Expand direct memberships (O Expand nested memberships
File type: | HTML ~ | [[JUse simple presentation I:l

Target file path: | c\permission reports\report‘l.htmll |
Custom template path: | | l:l

E-mail recipient: | admin@mycompany.com |

Link to filter sets: Mo filter sets have been selected

Filters for this report:

-9 Include (nested) group membership

% Include member TESTDOMAIN'\Product designers [global group]

1 Include member TESTDOMAIN'Sales [global group]

1 Include member TESTDOMAIN Intranet Admins [global group]

1 Include all members from the group TESTDOMAIN\Freelancers [global group]
1 Include member TESTDOMAINIntranet Developers [global group]

1 Include member TESTDOMAIN\Freelancers [global group]

7, Include folder \\dataserverd1\projects

7, Include folder \\dataserver01\data

Create | | Cancel

Report types

Permission Analyzer supports nine report types, each of which displays search

results differently:

e Folders/files and the sum of their permissions

e Folders/files and all users with their effective permissions
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o Folders/files and their Access Control List, like Windows Explorer

e Folders/files and the ACL with expanded groups showing direct members
and their effective permissions

e Folders/files and the ACL with expanded groups showing nested members
and their effective permissions

e Users and groups and all their explicit permissions. This report is laid down
per user/group instead of directory/file. For each user or group the directories
and explicit rights are displayed, including permissions from nested group
memberships.

e Groups that match the filter criteria and their direct members

e Groups that match the filter criteria and their nested members
e Groups that have permissions in the folder tree and their direct members

e Groups that have permissions in the folder tree and their nested members

e Users that match the filter criteria and their direct group memberships

e Users that match the filter criteria and their nested group memberships

Some reports show a relatively extensive amount of information per user and group.
That's why we recommend making your filters as specific and targeted as possible,
to exclude any unnecessary information. This prevents reports from being crowded

with irrelevant information.

Tip: put a placeholder in the T7arget file path to include the current date in the path
c:\permission reports\[date:yyyy-MM-dd]_report.html. This will preserve old report files.

See Java date formats.

A report can be configured with an e-mail address, allowing it to be sent to that
address at every export opportunity. An SMTP server, however, must be configured
to accommodate the address and can be set up in the application settings. The
option will also allow you to indicate whether you want the report to be included as
an attachment and to include a message in the e-mail. The e-mail template may
contain the following fields: [report name], [report pathl],

[report description] and [report threshold].
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Running reports automatically

Use Permission Analyzer to run reports automatically using the following parameters:

e -report “myReport” “myReport2”: run one or more reports by name.

o -allReports: run all reports.

Permission Analyzer will close automatically after all reports have been exported.

See Scheduling jobs feature for more command-line options.

EXAMPLE: FOLDERS/FILES AND THEIR ACCESS CONTROL LIST

Instead of adding up all the rights, Access Control Entries are displayed separately
per directory or file in this report. It provides an overview of the Access Control List
(ACL) per directory or file and contains all Access Control Entries (ACE) that match
the search criteria. Each ACE has a set of permissions and a member and match
the data in the Windows Security tab on the file properties. Only the directories

and files that match the search criteria will be included in the report.

PERMISSION ANALYZER - ACL REPORT Report date: 12 september 2017 20:35
Directories and files found: 9

The ACL report Control Lists on the fi system. Only e selected fiter rtena are
Filters applied: Column visibility:
3§ %]
2 includs (nested) group membership File patn
4 Incude member TESTDOMAINRudy Owen [Rudy Owen| Fluempers

EPemission text
Hspeasl permission
D ACE taps
Clinhented from folder

% Hide permissions that are inherited from a parent folder
T4 Include folder heataserver01\projects

show[so_ v]entries searcn: |
g8 d
28
il §
1 313§ §3¢:
= s = 3 E
'BE 23 G%3 3 £
L ERTE S Y S BN
SENEREREE
it £l H £ g6 2
Member permission r: B % 4 6.0 P2 B & acensgs
T Watasener0tiprojectsApplications 4 (1 member) (TESTDOMAINUCIafton) Onhert ACL: yes) o
3 TESTOOMANIntranet Developers [global group] Read and exscute (expicit) 43 i 2 This foldec. susfolders and files
=g T T v )
3 TESTOOMANInranet Developers fglobal groug] Vot (espic) y 5 & % ol 2 0P This foldec sublolders and les
79 ataserverdTiprojects\Applicatons\Planning (1 member) (TESTOOMAINUCIaston) (Inhent ACL: yes) 0
TESTDOMAINRudy Owen [Rudy Owen] Mody (explicit B % 7 [ 8% o L This folder. subfol
o 58X In (1 member) (TESTDOMAINUCaston) (nneritACL: yos) a
TESTOOMANRuGy Owen [Rudy Owen Read and execute (exphcl) 43 o » This foldec subfo
T9 dataserver0iprojectsiApplicatansiSource (1 memben (TESTDOMAINUCIayton) (inhet ACL: yes) o
3 TESTDOMANIntranet Developers [global group] Wodty (explict AL X X o2 This foldee subloiders and ies
Y . (1 member) (TESTOOMANUCIayton) (nhent ACL yes) (6]
% TESTDOMANntranet Devalopers [global group] Modiy (explicit r 5 * 7] K 5% o 2 This folder. subfolders and tles
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EXAMPLE: USERS AND GROUPS AND ALL THEIR EXPLICIT
PERMISSIONS

This report is laid down per user/group instead of directory/file. For each user or
group the directories and explicit rights are displayed. It displays all explicit
permissions, including permissions from nested group memberships. The column Via
ACL member shows the origin of permissions per group or user, indicating through
which (nested) group a user or group has inherited those permissions. Only users
and groups that appear in the search results will be included in the report. This
report shows a relatively extensive amount of information per user and group. That's
why we recommend making your filters as specific and targeted as possible, to
exclude any unnecessary information. This prevents reports from being crowded with

irrelevant information.

PERMISSION ANALYZER - EXPLICIT PERMISSIONS BY MEMBERS REFORT Report date: 16 september 2017 14:14

Members found: 4

‘ardered by uzer or group. Only he Uers, groups and permissions that match the sslected fiter cnteria are displayed in the report

Filters applied: Column visibility:

11 juli 2018

£ Incluge (nesteq) group memoership Fluembers
“% Indlude all members from e group TESTOOMAINIConsultants [global group] EdFie pamn
= Only inciude folders Epemission text
T3 Includa folder Wdatasarverdtidata Elspedal permission
Clace ags
Eowner
Clinhem act
Show | 50 v |entries. Search
§§d
I s &
: £z 3 8 § i 2
« 3 g8 813 i g 8
T E ; ¢ B f E ;@ . % 3 f
P i i s iiiild
H i H H &
Member and fes Via ACL member Pemission RN i 780 P A omer
TESTOOMAMPWaman [Peter waiman] »  (JACEs)
B udstaserverdicata () TESTOOMANDomain Users fgiobal group] Read and execute (expicil) b rn 2 TESTOOMARMUCIon
B8 datzserver0iidats\Finance\2015Projects Results\Clisnts MCE Hospitsl [ TESTDOMANCons = W o & [l TESTOOMAMUCIaton
& o <2015 s e [0 TESTDOMAINConsultants [global grous * ) 2 TESTDOMANUCIayton
TESTDOMAINRRounthwaste [Robert Rountwaite] (3ACES)
% ndataserverdiidata ) TESTDOMAINDomain L (axphcit) b4d rn y.d TESTDOMAMUCIaON
T8 MaaEsener0TAEFINGNCE 20 15PT0/ects Res UNSICH emsMCE Hospital () TESTDOMANConsultants [global groug] Moty {sxplicit) * Bl B3 o 2 TESTDOMANUCIaston
= 1510} i I () TESTOOMANGansultants [giobal grovg] Read and execute (espicily ¥ m Vel TESTOOMARMUCIon
TESTDOMAINSPUrceN [Sean Purces] (8 4CEs)
() TESTDOMAINMDomain Users fglabal group] Read and execute (ssphct * = 2 TESTDOMANUCIayton
esulls\Clients MICE Hosgital [0 TESTDOMAINIConsultants (gloval grous) s & i e 2 TESTDOMANUCIZ N
e [) TESTDOMANConsultants [global grous] 3 ™ Fal TESTDOMAINUCKon
I§ tdetaserverdTidataFinance\2015'0erings\T Solutions 1_TESTD: group] » il GA e 2 TESTDOMAMUCIaton
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Managing reports

Permission Analyzer Quick Start

A list of all reports can be requesting via the menu: [Report] > [Manage Reports].

You will subsequently be able to review and modify all reports, run them manually

or import them into the application.

m Reports

Current sets of filters can be saved as a new report. Reports can be exported to HTML or C5V files or can be reloaded within the program to change the filters or review results,
« There are four report types, each of which displays search results differently. Use Permission Analyzer te run reperts automatically using the command parameter -allReports or

-report "<report name=",

Available reports:
Name Result count  Report type File type Last run
m Permissions in the Project folder of all consultants 0 Folders/files and matching group members HTML with interactive table okt 28 2016 10:3%
m Product designers ACL's 38 Folders/files and their Access Control List HTML okt 09 2016 13:50
mSystem user report 8 Users/groups and all their explicit permission ,i ' —Edlt reén;Jr.t detail;. o A 1]

\Z—I Lead report into application

q Quickly view report results

m Open report file

= Runreport
7., Open destination folder in Explorer
A Delete report

@ Run all reports

Quick export

" Estimates
> U Finance

Folders can be easily

"o Hour plans

4 Tg HR . Openin Explorer Cirl+0O
59 employ & Export Ctrl+E

“ Project office
"~ Proposals

exported using the filters
selected and will not
require generation of a
report. Simply open the

context menu of a folder

using the right mouse button and select Export. This option will also allow you to

select the report type, file type and whether you wish to send an e-mail.
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3.5 DEFINING POLICIES

Save your filters as policies and receive e-mail notifications if your policy

report contains unwanted permissions.

A policy is a collection of filters that display unwanted permissions. This collection
can be saved as a policy where an e-mail notification is sent if the report contains
more than a certain number of directories and files. That number can be configured
via the Policy alert threshold value in the policy details. Here’s the difference
between a policy report and a standard report: a policy report defines a combination
of filters that should not yield any results. If any results are found, however, an e-
mail notification is sent out. Running a policy report automatically from time to time

will allow you to check for any unwanted permissions within the network.

A SMTP server should be configured to facilitate any e-mail notifications. Go to
settings to configure the server. You will also be able to indicate whether you want
the report to be included as an attachment and to include a message in the e-mail.
The e-mail template may contain the following fields: [report name],

[report path], [report description] and [report threshold].

If, in your access control design you determined that all freelancers within your
network should be unable to modify project information and you would like to verify
that policy with current permissions within the network. All freelancers are located in
a communal group; project information is kept in the projects folder on a data

server. First you will have to define the filters that make up the policy:

e Select Freelancers from the Members tab and add this group to the bottom
selection list (see screenshot). This will not filter for the group itself but for
all the members of that group. Nested group membership will automatically
be taken into account for each group member when determining permissions.

e In the Permissions tab select the Exclude option and select all reading
privileges. These, after all, are privileges that Freelancers have been granted

and as such should be excluded from the policy report.
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¢ In the Folders tab select the \\dataseverO1\projects folder. Your search results

will then be scoped to that specific folder.

> T S e EE & @B

‘4 *Members | 22

= &

> T OFf ¢ HE B K

&2 *Permissions

= &

TU Filter on members

IZ] Saved member selections:

Custom

?,‘€§E=

i L

=B

 *Folders

p Filter on permissions

[7] Saved permission selections:

[Custo m

2] (B[]

Filter on folders

[T Saved folder selections:

lCustum

|+ Member filter options

Include users/groups: =

Include group membership: ?

Include or exclude members:

All members from group or OU:

EE D

“ MYDOMAIN\Freelancers [global group]

|+ Permission filter options

742 Include selected permissions
@ /& Fxclude selected permissions
(@) 1. Select ACE's having ANY of the selected permissions
() 17 Select ACE's having ALL of the selected permissions

[T %8 Hide permissions that are inherited

Select simple permissions:
T Full

% Modify

e Write

"4 Read and execute

= List folder content

= Read

EEEEOOL

Select special permissions:
' Read data
* Write data
+ Append data
" Read extended attributes
"7 Write extended attributes
17 Execute
© Delete subfolders and files
= Read attributes
+* Write attributes
@ Delete
A9 Read permissions

@ Change permissions

OO0OO0OO0O0OOO0OO0OO0OO0OO0ee OTO0O0OO0Oe

i e e e e e e s i Y R

% Take ownership

'+ Folderfilter options

Include folders/files: u

Include or exclude folders:

&

“\\dataserverOl\projects

Review your search results by applying the filters using the Apply filters button. If

necessary, add new filters, e.g. an Exclude filter for one or more users. Ideally, the

result field will remain empty, meaning that no unwanted permissions have been

found and that your policy has been implemented completely. Should you have any

search result items that appear as exceptions, then simply raise the threshold value

for e-mail notification in the report. The threshold value determines the number of

files or folders notifications that are sent and can be configured in the Policy alert

threshold field. For a policy you will only want a notification if a minimum number of

files is found, so you would set the value at 1 or more. Once your search results

are satisfactory, save your filters as a new policy:
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ﬁ Create a new policy

If you have selected a filter selection as a filter, then that selection will show up as an option when creating the report. Using the selection will
create a reference to the filter selection within the report and any medifications to the filter selection will result in all reports automatically

“ applying the modified selection. Unchecking the eption in the report will result in the report saving a copy of the filkers and not change ©
accerding to the filter selection.
Policy name: Permissiens of freelancers in the Projects folder
All permissions excluding Read and Exceute permissions for everyone in the group Freelancers,

Report description: scoped to the Projects folder.
Report type: | Users/groups and all their explicit permissions ~ |
File type: |HTML with interactive table v/
Target file path: | c:\permission reports\Permissions Freelancers in Projects folder,html |
Custom template path: | | I:l
E-mail recipient: | administrator@mydormain.com |
Policy alert threshold (file/folder count):
Link to filter sets: Mo filter sets have been selected
Filters for this report:

-‘? Include (nested) group membership

“§ Include all members from the group TESTDOMAIN\Freelancers [global group]
Q Exclude ACE's that have any of the following permissions:

A2 Read (allow)

p List folder content (allow)

Q Read and execute (allow)

'+ Include folder \\dataserverD1\projects

Create | | Cancel

The way a policy report is shown depends on the report type you. If you selected
the report type Folders/files and matching group members, it may look like the
figure below. The report below shows that John Doe has Modify privileges in the
“project\Change requests” through the “Project Office” group. It also shows Jane
Murphy has full privileges within the “projects\Development” folder, as she is part of
the “Testers” group. These results show you who has acquired more permissions

than is desirable and where additional permissions have been granted.
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PERMISSION ANALYZER - TRACE REPORT

Directories and files found: 10

The Trace report displays permission information for all members that match the selected fiter criteria. For each member the report will show all appiicable Access Control Entries and where they come from, meaning via what group membership
Al i 2 i y the group oped to the
Filters applied: Column visibility:
*9 Include (nested) group membership V] File path
“% Include all members from the group MYDOMAIN Freelancers [global group] ¥l Members
J3 Exclude ACE's that have any of the following permissions V] Permission text
o Read and execute (allow) V] special permission
© Listfolder content (allow) VIACE fiags
- © Read (allow) lvia groue
% Include foider \idataserverO1\projects
Show 200 ~ entries Search:
-
« w S
g g &
2 3% .
§EE8: =5
v e o o & § % o
: $§:3:: :Ef
84 & § § 5 E s s
93 ,.,55883 §2¢
S 82 49 s 3 3 283
= $ 3 v s = 2 £ 2
T FERRE RS S L83
€ £ 2 4 £ 54 € 5 8
Member Permission L AW PTIT7BOLAE vugon ACE flags
0 \dataserver01iprojectsi\Change requests
MYDOMAINYdoe [John Doe] Modify (explicit) TR AT oL MYDOMAINWroject Office [global group] This folder, subfolders and files
7@ \dataserver0t\projects\Development
MYDOMAINymurphy [Jane Murphy] Full (explicit) Y AW VT T 560 L2 B8 & MYDOMANTesters [domain local group] This folder, subfolders and files
"o
T MYDOMAINymurphy [Jane Murphy) Full (inherited) P Rt 7T T 50 L B8 MYDOMANTesters [domain local group] Ths folder, subfolders and files
] oxe
MYDOMAINgmurphy [Jane Murphy) Full(inherted) y B % P T T 60O P B 5 MYDOMANTesters [domain local group] This file onty
K
7 MYDOMAINymurphy [Jane Murphy] Full (inherited) Y AW 7T T 20 2 B & MYDOMANTesters [domain local group] This folder, subfolders and flles
& sys
© MYDOMAINymurphy [Jane Murphy] Full (inherited) P RRT P 750286 MYDOMAINTesters [domain local group] This file only
7@ \dataserver01\projects\Finance
MYDOMAINydoe [John Doe] Special (explici) 43 (x] (direct) This folder, subfoiders and files
79 \dataserver0fiprojects\HR
MYDOMAINydoe [John Doe] Full (inherited) Y AT T 7 50 L2 8 & MYDOMANHR Admins [global group] This folder, subfolders and files
7@ \dataserver0tiprojects\HR\employees.
MYDOMAINdoe [John Doe] Change permissions (explicit) 2 (direct) This folder and subfoiders
MYDOMAINydoe [John Doe] Full (inherited) rRRTZ57 780 B & MYDOMANHR Admins (global group] This folder, subfolders and files
7@ \dataserver01\projects\Proposals
MYDOMAINdoe [John Doe] Moty (explicit) "3 Uh T FUUTR L [x] (direct) This folder, subfolders and files
Showing 1 to 11 of 11 entries Previous g Next
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